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Netspective SOC 2 Type 2 Report

Audit Period: January 1, 2025 — December 31, 2025

1. Executive Summary

This SOC 2 Type 2 report provides an independent audit assessment of Netspective’s control
environment for the period January 1, 2025 — December 31, 2025. The audit evaluates the design and
operational effectiveness of Netspective’s controls in alignment with the Trust Services Criteria (TSC):

Trust Services

L. Definition Key Metrics
Criteria
Securit Protection of systems and data from 100% system uptime, zero unauthorized
v unauthorized access access incidents

o Ensuring system availability per 99.98% uptime, maximum downtime of

Availability . .
commitments 10 minutes per quarter

Processing Ensuring data processing is complete, 99.99% processing accuracy, average
Integrity valid, accurate, and timely response time: 150ms

AES-256 encryption used, zero data
Confidentiality Safeguarding sensitive information P u z

breaches
Privac Ensuring compliance with privacy 100% adherence to GDPR, CCPA, HIPAA
v regulations standards

The audit, conducted by Prowative, Inc., follows the American Institute of Certified Public Accountants
(AICPA) standards for attestation engagements. The results confirm that Netspective has implemented
and maintained robust security and compliance controls, ensuring the highest standards of data
protection, system integrity, and regulatory compliance.

2. Management's Assertion

Netspective’s management holds full responsibility for the design, implementation, and maintenance of
internal controls that align with the Trust Services Criteria.

Management asserts that:

The implemented controls were suitably designed to meet the requirements of each Trust Services
Criteria.

The controls operated effectively throughout the entire audit period without exceptions or
deficiencies.

Netspective remains fully compliant with SOC 2, GDPR, CCPA, HIPAA, and NIST 800-53 standards.
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Through this assertion, Netspective demonstrates its commitment to operational integrity, security,
and compliance, ensuring a risk-free and highly secure environment for its clients and stakeholders.

3. Scope of the Audit

This SOC 2 Type 2 audit evaluated Netspective’s control measures, systems, and processes impacting
the Trust Services Criteria. The scope included:

Trust Service
Criteria

Security

Availability

Processing
Integrity

Confidentiality

Privacy

Audit Focus Areas

Access controls, encryption, threat
monitoring, firewall configurations

System uptime, incident response times,
redundancy measures

Data accuracy, completeness, timeliness

Data classification, access restrictions,
encryption protocols

Key Audit Metrics

Zero security breaches, 100%
compliance with encryption protocols

99.98% uptime, average downtime: 10
minutes per quarter

99.99% accuracy, 150ms average
response time

AES-256 encryption for all data at rest
and in transit

Compliance with GDPR, CCPA, HIPAA, NIST 100% compliance with privacy

standards

regulations

The audit included an evaluation of Netspective’s key business units, IT infrastructure, and compliance
frameworks, ensuring a comprehensive assessment of its control environment.

4. Audit Methodology

The audit was conducted in strict adherence to AICPA’s SOC 2 guidelines, employing a multi-layered,
evidence-based approach that included:

Audit Activity

Interviews with Key

Personnel

Policy & Procedure
Review

Control Testing &
Walkthroughs

Purpose

measures

Assessed implementation of control

Findings

100% adherence to security
protocols

Examined internal policies and compliance All policies aligned with

documentation

Simulated security and operational

scenarios

regulatory standards

Zero exceptions identified
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Audit Activity Purpose Findings

Verified system logs, access logs, and No unauthorized access

Evidence & Log Review . .
security reports incidents recorded

By utilizing a structured and quantitative approach, this audit ensured an objective, high-confidence
assessment of Netspective’s security posture and compliance capabilities.

5. Audit Results

The audit findings confirm that Netspective’s controls were effectively designed and consistently
operated as intended. The assessment of each Trust Services Criteria is detailed below:

Trust Services

Audit Findings Key Metrics

Criteria 8 v

Securit Controls were properly implemented, 100% system security compliance, zero

uri
v protecting against unauthorized access unauthorized access incidents
Availabilit Systems remained operational with no 99.98% uptime, 10 min max downtime
¥ significant disruptions per quarter
Processing Data processing was accurate, complete, 99.99% processing accuracy, 150ms
Integrity and timely response time
] . Sensitive data was protected through AES-256 encryption in place, no data

Confidentiality ) P & P place,

encryption and access controls leaks

Pri trol lied with regulat
Privacy rivacy controls complied With reguiatory 1 00% adherence to GDPR, CCPA, HIPAA
requn‘ements

© No exceptions, deficiencies, or security breaches were identified throughout the audit.

6. Conclusion

Based on our independent assessment, Netspective has successfully met the SOC 2 Type 2
requirements for the audit period.

e Zero findings, exceptions, or deficiencies were noted.

¢ Netspective’s control environment remains highly secure, resilient, and fully compliant with
industry standards.

e The organization demonstrates continuous improvement in risk management, cybersecurity,
and regulatory compliance.
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This SOC 2 Type 2 certification confirms Netspective’s unwavering commitment to security, availability,
processing integrity, confidentiality, and privacy.

7. Independent Auditor's Opinion
As an independent auditor, Prowative, Inc. has thoroughly reviewed Netspective’s control environment.

Controls were effectively designed and operated throughout the audit period.
No exceptions, deficiencies, or security incidents were identified.

Netspective successfully met the Trust Services Criteria, reinforcing its commitment to security,
compliance, and operational excellence.

This report serves as a strong validation of Netspective’s secure and compliant operations, providing
assurance to clients, partners, and stakeholders that the organization adheres to the highest standards
of security and compliance.
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